Internet Acceptable Usage Policy for St. Patrick’s N.S.
The purpose of the Internet Acceptable Usage Policy is to ensure that pupils will benefit from learning opportunities offered by the school’s internet resources, and will be protected from harmful and illegal use of the Internet. Internet use and access is considered a school resource and privilege. Therefore, if the school AUP is not adhered to this privilege will be withdrawn and appropriate sanction – as outlined in the AUP – will be imposed. 

Due to the emergency school closures in March 2020 (COVID-19 pandemic) we have made changes to our teaching and learning approaches to facilitate online learning practices. These include procedures around the safe and acceptable use of digital technology for distance learning and communication.
School’s Strategy:

St. Patrick’s National School will employ a number of strategies to maximise learning opportunities and reduce risks associated with the Internet.

These strategies are as follows:

1. Acceptable Usage Policy  (AUP)

2. Internet sessions will always be supervised by a teacher.

3. Filtering software and/or equivalent systems will be used in order to minimise the risk of exposure to inappropriate material.

4. The school will regularly monitor pupils’ internet usage in school.
5. Students and teachers will be provided with training in the area of internet safety. 

6. Uploading and downloading of non-approved software will not be permitted

7. Virus protection software will be used and updated on a regular basis

8. The use of personal CD-ROM’s or USB keys (virus checked) on school laptops etc. in school requires a teacher’s permission

9. Students will observe good etiquette on the internet at all times and will not under take any actions that may bring the school into disrepute. 

Internet:

1. Internet will be used for educational purposes only

2. Internet sessions will always be supervised by a teacher

3. Pupils will seek permission before entering any Internet site, unless previously approved by a teacher

4. Filtering software will be used to minimise the risk of exposure to inappropriate material

5. The school will regularly monitor pupils’ internet usage

6. Pupils will receive training in the area of internet safety

7. Pupils will be taught to evaluate the content of internet sites

8. Teachers will be made aware of internet safety issues

9. Uploading and downloading of non-approved material is banned

10. Virus protection software will be used and updated on a regular basis

11. The use of non-school electronic equipment in school requires a teacher’s permission e.g. iPods etc.

12. Pupils will observe good “netiquette” (etiquette on the internet) at all times and will not undertake any action that may bring a school into disrepute.

Email:

If pupils are allowed to use email, the following rules will apply:
1. Email will be used for educational purposes only

2. Students will only use approved class email accounts under supervision by or permission from a teacher

3. Pupils will not send or receive any material that is illegal, obscene, defamatory or that is intended to annoy or intimidate another person

4. Pupils will not send text messages to or from school email

5. Pupils will not reveal their own or other people’s personal details e.g. addresses, telephone numbers, or pictures via school email

6. Pupils will never arrange to meet someone via school email

7. Sending or receiving email attachments is subject to teacher permission.

Internet Chat:

Students are not permitted to use internet chat rooms.

School Website and Twitter:

Designated teachers will manage the publication of material on the school website.

1. Personal pupil information, home addresses and contact details will not be published on the school website

2. Class lists will not be published

3. Pupils’ full names will not be published beside their photograph

4. Digital photographs, video clips and audio clips will focus on groups and group activities rather than on individual pupils

5. Pupils will be given an opportunity to publish projects, artwork or school work on the school website

6. Teachers will select work to be published and decide on the appropriateness of such

7. Permission to publish a student’s work, photos, videos etc. will be sought from pupils/ parents/ guardians on enrolment. This permission may be withdrawn at any time. 

8. Pupils will continue to own the copyright on any work published.

Education:

St. Patrick’s National School will undertake an education programme to educate children on the safe, responsible use of the Internet. 

21st century life presents dangers including violence, racism and exploitation from which children and young people need to be protected. At the same time they need to learn to recognise and avoid these risks – to become internet wise. 

Resources that may be used to implement this programme include:
· NCTE Internet Safety Awareness Video

· Use of the ‘Kids’ section on the www.webwise.ie website

· SAFT Internet Safety Awareness Education Programme and exemplars

· Safer Internet Day will be marked each school year www.saferinternetday.ie 

· Children will receive internet safety training through the use of the Bullying in a Cyber World  programme

· Zeeko (Parents and Children’s workshop)

· Barnardos Workshop on internet safety

Distance Learning and Communication

In circumstances where teaching cannot be conducted on the school premises, teachers may use Google Classroom/Gmail, Zoom, IXL, Seesaw, Twitter or other platforms approved by the BOM/Principal as “Online Platforms” to assist with remote teaching where necessary. A variety of other Online Platforms are also used regularly in teaching and learning for pupils.

The individual teacher using the Online Platform has signed up to the terms of service of the Online Platforms on behalf of the school and has enabled the most up to date security and privacy features which these Online Platforms provide.

Seesaw/Aladdin 

Each class teacher has a Seesaw account and uses Seesaw in the classroom and for homework. The teacher communicates to individual pupils/parents and vice versa e.g. sharing of work, assigned tasks/homework, queries/questions etc. via Seesaw and also via Aladdin. The Special Education teachers (SET) supporting SEN pupils in their assigned classes are invited as co teachers to these classes on Seesaw. SET will use this method of communication and also Aladdin to keep in regular contact and communication with their pupils and parents.
Zoom

· In the case where Zoom is used parents/guardians must consent by submitting their own email address for their child to access lessons on Zoom. 

· An adult must be present/supervising whilst their child is on a class zoom/1:1 zoom or group zoom with SET/SNA/class teacher.

· Break out rooms are not allowed to be used during zooms due to the practical difficulties of having a teacher present in each break out room.

· The child’s name must be visible on the device being used for zoom (where this option is not possible the individual parents must contact the class teacher and inform them of the name that will appear on the device that their child will be using for zoom). This ensures each teacher knows who is in the waiting room before admitting them to the zoom session. In the event of a zoom session being bombed the teacher (host) will end the meeting straight away. The principal will be informed immediately by the teacher and parents will be contacted via email to explain why the zoom was ended.
· When the zoom session is over, the class teacher/SNA/SET (host) will end the zoom by clicking on the option ‘end meeting for all’.
Parents/guardians must also agree to monitor their child’s participation in any such lessons conducted on the Online Platforms. 

Teacher approved links to some YouTube videos that are deemed useful to explain or compliment work set may also be used as part of teaching and learning.

Staff meetings and ISM meetings will be conducted via Zoom during these times. The Principal will host each meeting and invite each staff member via email link to the meeting. The Principal will use the waiting room feature before allowing each staff member to enter the Zoom meeting. 

Board of Management meetings will be conducted via Zoom during these times also. The Chairperson will host each meeting and invite board member via email link to the meeting. The Chairperson will use the waiting room feature before allowing each board member to enter the Zoom meeting.

In the event of a pupil having no digital access in their home, a school iPad will be lent out for a specific time period (verbal/written agreement) so as to allow the pupil to engage in the IXL app. for literacy and numeracy. The iPads will be wiped beforehand and only the IXL app. will be left operational on the screen. Parents/Guardians will be informed of the unlock code on the iPad.

Aladdin Connect will be used for communication between school and parents. School reports will be shared via this platform.

Roles and Responsibilities:

It is the overall responsibility of the entire school staff with the support of parents to ensure these guidelines are implemented within the school environment.
Filtering 

‘Filtering’ is a term used to describe a way of limiting the content of web pages, emails, chat rooms and other electronic data to which users may be exposed. No filter is 100% accurate. The most effective filtering tool is adult vigilance. 

Many browsers have their own built in filtering tool e.g. Google. Google’s search engine has a built-in “Safe Search”. This filter eliminates sites that contain pornography and explicit sexual content from search results. It is easily applied by clicking on the Preferences link on any Google page. Unfortunately it is also easily removed.

St. Patrick’s National School has filtering software. The access to websites from all school computers is monitored and regularly reviewed by the NCCA. Websites are only allowed through following a verification of their suitability.

Firewalls

St. Patrick’s National School has installed firewall software.

Legislation

The school will provide information on the following relating to the use of the internet which teachers, students and parents should familiarize themselves with:

· Data Protection Act (2003)

· Child Trafficking and Pornography Act (1998)

· Interception Act (1993)

· Video Recording Act (1989)

Support Structures:

The school will inform students and parents of key support structures and organisations that deal with illegal material or harmful use of the internet.

Sanctions:

If a pupil deliberately misuses the internet or email, this will result in disciplinary action, including the withdrawal of access privileges. Parents/Guardians will be informed of misuse by a pupil. Misuse of the internet may result in disciplinary action, including written warnings, withdrawal of access privileges and in extreme cases, suspension or expulsion. The school also reserves the right to report any illegal activities to the appropriate authorities. 

This updated version of the AUP will be implemented from June 2020 Review. It is envisaged that this AUP will be revised annually or as the need arises.
This updated version of the AUP will be implemented from Feb 2021 Review. It is envisaged that this AUP will be revised annually or as the need arises.

Approved by BOM on the 10/02/2021

Signed by Chairperson; Rev. Tim Wright.
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